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Information Security Services

Overview

Welcome to the new paradigm in Information
Security. Security is no longer about keeping
people out; it’s about letting the right people in.
In this new paradigm, enterprises have to plan
and provision appropriate security mechanisms
to usher their employees, business partners,
contractors, and customers to use the enterprise
information assets most securely and with
increased trust. HP views the current challenge
as a matter of empowering the right people to
have access to the right data, appropriately and
securely.

The recent explosion of e-strategies is
compounding the challenge immensely. Close
customer relationships through new services,
increased collaboration along the supply chain,
and increased workforce and product
collaboration are making access to enterprise
information assets more critical than ever.

To compete successfully, enterprises like yours
must open information infrastructures and
networks to allow effective, secure
communication among customers, business
partners, and employees.

This newfound need for strategic access to
enterprise information and communication
makes security even more critical. Today’s
Information Security challenges include:

* Protecting information assets effectively

* Permitting greater transaction volumes and
increasing flexibility

* Providing greater control in permitting access
to information

HP Information Security - Empowering E-Strategies

HP Information Security Services can empower
and usher you into the new paradigm of
Information Security. Learn how you can conduct
business in new ways, with a high level of
confidence and minimal fear and risk.

Experience empowerment first-hand, from:

¢ A highly secure Information Systems
infrastructure that is reliable, scalable,
manageable, efficient and cost effective

¢ Enhanced management of strategic business
relations with your partners and customers
within a secure, trusted environment

¢ Higher level of conformity with security
policies, legal requirements and regulations

* A flexible, adaptable and secure information
infrastructure suited for global operations

¢ Broader and faster utilization of the
information infrastructure to implement
critical business processes electronically

¢ Confidence that all business transactions are
conducted on a single, coherent and
trustworthy network infrastructure

¢ Bold implementation of e-strategies in the
enterprise

Find out how strategically and securely opening
the gates of your information infrastructure can
open new business opportunities and lead to a
better return on your investment. It’s a whole
new way of looking at information security. Make
sure that the right people have access to your
critical information assets securely, with HP.
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Benefits to You Why HP?

¢ Empowerment to implement business e HP is a recognized leader with a broad range of
strategies confidently security products and services for

¢ Increased trust and loyalty from your implementing them.
employees, business partners, and customers e HP can help with all aspects of a security

¢ Increased availability and reliability of program from strategic services to
enterprise-critical information. implementation.

¢ Effective ROI and shorter time-to-market, e HP offers services that are consistent
adding value to your customers and worldwide.
generating new revenue streams

¢ Reduced cost in managing Information For More Information
Security

¢ (Global solution from one vendor

For more information, or to order, contact any of
our worldwide sales offices or visit our World
Wide Web site on the Internet:
http://www.hp.com/go/security

Table 1. HP Information Security Services

Service

Security Risk Management
Services

Security Strategy Services

E-Enabling Security Service

E-Security Infrastructure
Services

Description

HP’s Information Security Risk Management Services offer a complete lifecycle of activities that control risk.
These begin with a Risk assessment that identifies current vulnerabilities and threats, and prioritizes activities
to mitigate risk according to organizational impacts. HP ‘s services include in-depth Vulnerability Analysis and
Penetration Testing. Because risk management is an ongoing process, HP also provides services to establish
operational controls including an Intrusion Management Service and a Security Dashboard Service to
measure security.

HP’s E-Security Readiness Service can help you define a basic vision, direction, strategy, and goals for your
enterprise information security function and help you to identify the steps to take in order to move to a desired
level of information asset security. HP's Security Policy & Awareness Service can develop ground rules to
assess, develop, implement, and manage your information security policy, along with an awareness and
organization model to support security policy implementation and help keep your security strategy up-to-date. We
will also recommend the necessary investments you may need to make to incorporate information security into
future business strategies.

HP’s E-Enabling Security Service help you address new information security risks in the E-services world and
make appropriate investment decisions before implementing any e-strategy. HP help you define and build
bulletproof security solutions offering

an effective ROl and short time-to-market when you plan to enter the Business-to-Business or Business to
Consumer markets. Our E-Enabling Security Services bring the trust, reliability and flexibility you need for your
portal solutions, mobile E-Services, Customer Relationship Management systems or Enterprise
Application Integration infrastructure.

HP’s E-Security Infrastructure Services offer a seamless, rapid and reliable implementation of the E-Security
Infrastructure components needed when facing the new challenges of Information Security. Our implementation
services rely on specific methodologies, techniques and best practices acquired after years of experience on the
leading edge of security consulting.

Trust Center service encompass all the steps needed to implement a trusted Public Key Infrastructure in a
proven, robust timesaving methodological approach. Should you need to open your high-stakes, business-critical
applications to the Internet, HP's Vaulting service will integrate them in the most trusted, industry appraised,
Weh-server platform for total security. Finally, if speed and cost are key considerations, HP’s Express
implementation services are available as pre-defined service packages for certain components, including HP
Praesidium VirtualVault and HP Praesidium e-Firewall.
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