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Information Security

e What is aZan (information) security ?

— “The protection of information against unauthorized
disclosure, transfer, modification, or destruction, whether
accidental or intentional.” [Information Warfare, July 1996]

o PILIX &2 B2 =&, 85, =&, I SsL=FH E=

e INnformation Security Objectives

— “The objective of security of information systems is the
protection of the interests of those relying on information
systems from harm resulting from failure of availability,
confidentiality, and integrity.” [OECD 1992]

Hacker Academy Copyright(c) 2000-2001 HackersLab
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° |__-||E°_I Holo| 21
| 2 & (Confidentiality)

e Unauthorized access =2 inappropriate disclosureZ25H =

- S Z d(Integrity)
e Unauthorized modification or destruction® = £& =

- JtE& & (Availability)
e Denial of service and available in a timely.

NP (Reliability)

( dentification) & 2! = (authentication)
=& A (accountability)
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Threat against Confidentiality

e Unauthorized Disclosure

— Accidential disclosure may be caused by users, operators,
data preparation, output errors, system errors, or
communications errors.

— Violation of established access control procedures
— Malicious actions taken by personnel

— Active attempts by authorized personnel to gain access to
sensitive information.

Hacker Academy Copyright(c) 2000-2001 HackersLab



Threat against Integrity

e Unauthorized Modification

— Personnel actively working to sabotage or distrupt network
operations/services.

— Personnel who accidentally interface with network
operations/services.

— External personnel

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Threat against Availability

e Denial of service

Physical destruction of networking segments or
subnetworks.

Interoperability of networking segments or subnetworks
du to equipment malfunction, software failures, or
sabotage.

Degradation of performance from system saturation, link
or bit error rates, or external factors(i.e., weather)

Authorzied users prevented physical acess to networking
equipment and services

Any other condition that results in nonavailability of
networking resources to valid users.

Hacker Academy Copyright(c) 2000-2001 HackersLab
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HES|3 HOl YA

Information Information
source destination

(a) Normal flow

‘ ‘ % " ‘
(b) Interruption (c) Interception
(d) Modification (e) Fabrication

Hacker Academy Copyright(c) 2000-2001 HackersLab



o HES3A 2ot 93eA
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HES3 Bokaiz|

e ISO 7498-2 HlAl =Fat B0t &
- f&(Masquerade)

- =8 A0l Ag/AU (lllegal association)
— HI 21Jt=E 2 (Non-authorized access)

- 29 ==(Leakage of information)
- A8 d&5ZY =4 (Traffic analysis)

- HOIH =& £ = Uil (Data modification or destruction)
— HIAIXI =M B (Invalid message sequencing)

- S92l (Repudiation)
— NHBlA 2ol (Denial of Service)

Hacker Academy
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Intrusion Techniques

High Tools

stealth
diagnostics

sniffers denial of

Sweepers service

back doors GUI

S packet
) exploiting known spoofin
Technical vulnerabilities P )
Knowledge hijacking
Required sessions
self replicating
code disabling
audits
password
cracking
password
guessing
Low

1980 1985 1990 1995

Hac
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HIESIS Ok O]

o LERD EOtFAUH
- =c|& ZBoF A (tapplng/trafflc flow)
— TCP/IP Z2&= £ & Ao FHAA
- HE0olAl 2ot AHEE=R EL' &2 MO
- UWEH" AHNHIA)2 FHAE 2 et IsSMUl ALl 2
cHal 3t = 'Z‘QFQFBI ol 01845
e HEYD 32" 22| Y
- HE=s sttt d2+8

o L EAZH(port scanning), F & A0 (vulnerability scanning)
HES 2! 24/8 %
o A L[H(sniffing), &F & (spoofing), Session Hijacking
HES Abl 22(HI2 ZT2AA29 H1 0IR)
— DoS/DDoS &3
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TCP/IP HOLF| kA

= DNS(BIND)

o e SMTP
Application |, | . TELNET, FTP, POP, r*-commands
Layer e FINGER, RPC, WWW, X Windows
‘e etc
Transport [« Denial of service attacks
Layer DAE— e UDP Packet storm

. e TCP Session Hijacking

(* Network Snooping/IP Spoofing
Network Layer e Message Replay, Alteration

e Message Delay and Denial
. e Routing Attacks, Tunnelling

Physical &
Data Link Layer

 HMSOHXMG CHet E2SH 2
e Tapping/Eavesdropping
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Network/Port Scanning

e Ping sweeps
— to find which machines are alive

e TCP scans
— looking for services the intruder can exploit

e UDP scans
— to send a gabage UDP packet to the desired port.

— Most machines will response with an ICMP “destination
port unreachable” message.

e OS identification/detection
— sending illegal(or strange) ICMP or TCP packets.

e Account scan

Hacker Academy Copyright(c) 2000-2001 HackersLab
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3. YIESIT oKk

Vulnerability Scanning

e UE=R DBt HAEH EAl =+
— 1SS(Internet Security Scanner)
— SATAN(Security Administrator’s Tool for Analyzing
Networks), SAINT
— Vulnerable CGI Scanner

Copyright(c) 2000-2001 HackersLab
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Packet Sniffing

HES3 Hotzta|

e Shared medium

— Ethernet/FDDI s2 &

- S MOHES RE
e Server sniffing

— On switched networks
e Remote sniffing

— Network bandwidthJt ¥2 &%, RMON enabled hostsE 0|

ek ALl

Physical Network
|

Hacker Academy
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e What are some common exploits?
— CGI scripts
— Web Server attacks
— Web Browser attacks
— SMTP(Sendmail) attacks
— Access(login, file access, password cracking, etc)
— IMAP, POP
— IP Spoofing
— Buffer Overflows
— DNS attack
- etc.,

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Buffer Overflow

e What i1s a buffer overflow attack ?

- BHIHS 20|20 H 2 2AtE UIOIEHE 28 3%, A8 I
O S RNZE*A(stack frame pointer / return address)E H

dot 222 =2z X, 22 Bd= =dAld|l= ROl Jis
ot Ct.

- Olde EMe Cc/C++=2 HHE L2 )40 =
LIGHH, HHIH2 & H & At(boundary check)E =&

— DNS overflow E‘i%

— statd/mountd overflow
— POP

ol gl &}

Qj
bl
5o
rr
O
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DoS/DDoS

e Ping-of-Death

— Sends an invalid fragment, which starts before the end of
packet, but extends past the end of packet.

e SYN Flood
— Sends TCP SYN packet(which start connections) very fast.

e Land/Latierra

— Sends forged SYN packet with identical source/destination
address/port.

e WinNuke
— Sends OOB/URG data
on a TCP connection
to port 139(NetBIOS Session/SMB).

Hacker Academy Copyright(c) 2000-2001 HackersLab



4. YIESIT 2ot HIE9T =otaa
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Objectives

HES3 Hotzta|

e UES BEOoH(Protection)g =
— Avoidance
— Prevention
— Detection
— Containment & Response
— Recovery
— Improvement

Hacker Academy
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2|5 oMYA

e Developing a network scurity policy

What resources are we trying to protect?

Which people do we need to protect the resources from?
How likely are the threats?

How important is the resource?

What measures can be implemented to protect the
resource?

How cost effectively and in what time frame can these be
Implemented?

Who authorises users?

e Security Strategy

Everything is forbidden unless explicitly permitted.
Everything is permitted unless explicitly forbidden.

Hacker Academy Copyright(c) 2000-2001 HackersLab



4. YES|T HOC|H

Security Policy

e Network Service Access Policy
— higher-level, issue-specific policy

e Allow no access to a site from the Internet, but allow access
from the site to the Internet; or, in contrast,

e Allow some access from the Internet, but only to selected
systems such as information servers and e-mail servers.

e Firewall Design Policy

— lower-level policy
e Permit any service unless it is expressly denied; or
e Deny any service unless it is expressly permitted.

e System Specific Policies

Hacker Academy Copyright(c) 2000-2001 HackersLab
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S| & O

e ODbjectives of physical layer security
- SAS0HAO CHel 323 A
— to protect the entire physical service data bit stream

— to provide traffic flow confidentiality.
e connection confidentiality and traffic flow confidentiality

— The primary mechanism that applies to the physical layer
to implement these services is total encipherment of the
data stream.

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Detection & Response)
S48 = & Ai(log audit) 2 =Al2F 2LIE & (real-time
monitoring)= S0t AI&/AtE S5 A
o & AXH(Protection)
— Limit unauthorized access from the public network(internet)
e VPN(Encryption & Authentication)

23t S, 258 USEX

© 0M e Jo oot

e IPSec, PKI

Hacker Academy Copyright(c) 2000-2001 HackersLab



4. YES|T HOC|H

HES3 Hotzta|

EA| A Bl (Firewall)

IR
o ZAXIELAIAE!(Firewall)O|gt?
- AR MEXANS0| HE UWERKIAN E20tA Zot== ot= EX
_ 2AHU I ZEEY, TEAl(Proxy) ATE I} =0l =
2 AIAE T HE TS 0/

Untrusted

Network

e.g. Internet
or other network

Hacker Academy

Firewall

pass or block by policy. e.g. organization’s network
or private network
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—

RIOIRIEA| A B (Firewall)

e \What can a firewall do?
— A firewall can enforce security policy.
— A firewall cna log activity effectively.
— A firewall can limit your exposure to the untrusted network.
— A firewall can be a focus for security decisions — a choke
point.
e What can’t a firewall do?
— A firewall can’t protect against malicious insiders.

— A firewall can’t protect against connections that don’t go
through it.

— A firewall can’t protect against completely new threats if
the security strategy is different from “deny everything
unless specifically permitted.”

Hacker Academy Copyright(c) 2000-2001 HackersLab
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RIOIR}IEL I/\E!(Flrewall) Hokak|

Hacker Academy

Preparation
1. risk assessment, training, etc - Security Policy

Specification and Procurement
1. BOEME E=0lHA, LAAIEE BHEAIZ = U= DotE ot/ &
AT EYN | _E”CU#I
2ot N&ESS F20g HelRkl, 88 e NelX?” & 28
HE& RAAFS O Gl &HO et E&Eet ME 2 AEBIAS HE
Installatlon
1. X & X = HAE
Maintenance
1. FI|EHCI AIAE IHX & SOI0IE
2. dJIH2Z logging & auditing
3. UWERAD AIE 232 Hatl et MZ& configuration &8
Re-evaluation
1. MZ22 EofgeAs ¥ FH
A

2. Firewall & 2|

HES3 Hotzta|
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The Best Network Security

e Tiered(“layered”) network security
architecture provides the best security
facilities.

“Untrusted” Network

“External™
Firewall
System

“Trusted™ Network

L
“Internal” We
Firewall server
System

Hacker Academy Copyright(c) 2000-2001 HackersLab
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4. YES|T HOC|H

e VPN(Virtual Private Network)O0|&?

- 3E%(public network)c> Soff ‘CHMGHA S8IE = A= AH-
OtOZ JHIHQI D AFE QY 2|2 E LANDE AFE 2 ALOI Ol I X

He-mte ' q Hime
(fice
I E{\

TR

‘\(/_ Inre-rnFr.f
IP, Frame
,.__H_F:PI.B'_.,- ATM

Liumness
I-‘artner POE

%_ﬁ' T
|
ll Sarvice Provider Matwark

{
Q Q g Mohile
Warkar
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HES3 2okzid|

7 FAEAA B (VPN)

e VPN AAHEIC DS

2 2t(Encryption)
245

ot AtEZ At 1S 2 BIAIKI 21&(Strong Authentication)

echanisms for hiding or masking information

o}
- O
2F
_O
me

e VPN AAEIS &7 & Jls

OoOTT =xX<

— Hardware-based VPN systems
e encrypting routers,highest network throughput
— Firewall-based VPNS
o LF UER E2HNet= HlZel st ZeHHAHLIS 0[S
-~ Standalone VPN appllcatlon packages
e VPNE| 20| s&et J20l 2ol SMEA E= d20A HE

LS

Hacker Academy
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VPN: pros and cons

e Advantages

— the ability to securely connect high speed remote users
over broadband technology

— no administrative headache for managing direct access
telephone lines

— potential cost savings

e Disadvantages

— potentially lower bandwidth avaiable to remote users

— Inconsistent remote access performance du to changes in
Internet connectivity

— No entrance In to the network if the Internet connection is
broken

Hacker Academy Copyright(c) 2000-2001 HackersLab
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A%

VPN Extentions

e VPN Options
— SSL(Secure Socket Layer)
— PKI(Public-Key Infrastructure)

e A management structure of public keys

— SSH(Secure SHell)

e Secure replacement for the “r” utilities
e Added security through public key encryption.
e Ability to “tunnel” insecure services like POP and IMAP

— IPSec(IP Security)
— eftc

Hacker Academy
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IPSec(IP Security)

e What is an I1PSec?
ClIHUl(==2)= Soll otNel S4l= MESot)| flgt HE E0F &

cE=

o IPVv42 202 &
— Packet Header & 2 (IP Address)2l spoofing
- “man-in-the-middle” attacks

o IPSecC

— Authentication Header(AH)
e Integrity (authenticate messages) by hash
e i.e., IPv4 Packet: headers + payload(data)
— Encapsulating Security Payload(ESP)
e Confidentiality + Integrity by Secure hash & encryption

Hacker Academy Copyright(c) 2000-2001 HackersLab
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IPSec(1P ESP)

IP Header
Encapsulated(Encryption) Optional headers
ESP header
IP Header IP Header
Optional headers Optional headers
ESP header ESP header
Options Options
TCP Header TCP Header
Application data Application data
Transport mode Tunnel mode

Hacker Academy Copyright(c) 2000-2001 HackersLab
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IP ESP(1)

HES$3 Hot

o ZSIHZIN RS Tl= IP ESP tunnel mode

A& ghEl o]

Encrypted Data

=
y—l=

i
e
D“,

APE U ES] A

private network

. Internet .

Ao 2| F1A%l= IP ESP tunnel mode

Hacker Academy

A HEY A

private network

e
ik

PR
%
%

Host
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IP ESP(2)

o SIS CIHUAIS SAEZIC IP ESP tunnel mode

>

AJA HlE L= Encrypted Data

private network

T %'r -
T =

Internet

N\
" Host
T:i::I —Q}'t]

St QIHWAC] SAEDLO| |P ESP tunnel mode
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IP ESP(3)

o ANAE HESRINS SAEQ CIHYAS SAEZIO IP ESP tunnel

o5 slyl dHolg A%

AP Y EY T Encryvpted Data

private network

, ) ” N Host
L] 1

Al HERTYC SAEQ OIHWYS 2AEZL |P ESP tunnel

E
=

bt R
i

E
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Example: PPTP(1)

1. Establish PPP connection between PC client and ISP

elE{dl Aju]2 A)-F =}
[SP(Internet
AR Y E A Service Proyi

private network

[ o I-.r:| -I-TI- E'.i

- g ; ) i
; ~ Internet
Host H} 5} “»._.-v/ UZA ALER

remoie client

ukshel zho] FE = [P

Windows NT 4.0
PPTP Server

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Example: PPTP(2)

2. Establish PPTP control connection via TCP/1723

SlE] !l Au| A A7
[SP({ Internet
Service Provider )
A M ES =
private network /z——-""f / B
} /’/"—-_-\\ ¥ \ I.hP '\h
; Fi

. ’ \ ’
Host o u} 5} o == Internet | A A&
;?I 25 Ei N remote client

PPTP Tunnel

Windows NT 4.0
PPTP Server

PPTP Control Connection

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Example: PPTP(3)

3. Encapsulate data and transfer to PPTP Server via IP Protocol
47 (Generic Routing Encapsulation)

o]yl Ad] A~ A=A}
[SP( Internet
Service Provider)

A Y E S A

pr ivate network /
' ISP

NS

Decrypted * ; " -
D‘jl[-] ; e . Internet 47 AREA
']f - g —il || remote client
PP Tunnel |
: |
Windows NT 4.0 _ :
PPTP Server Emcrypted Data

PPTP Data Connection
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e VPN =2

4z o

A W ES A ey o }

Hos! brivate networke, o — it /7
| E[HP}.I

: 1t S ) Soelt
. w0 o NI Tl o0 v N | (IHP':igi'f :

Windows NT 4.0
PPTP Server

A 25}
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EIUEKIAAE-I(IDS)

o ZIQIEIX|A|AEI(IDS)O0|&4?
2

-]
_ TE AAHO H AN AR, 28, U8 S2 27X

e How are intrusions detected ?

— Anomaly Detection
e identify abnormal unusual
behaviors(anomalies) NID

— Misuse Detection

NID
Detection

Analysis

Safeguarding

e analyze system activity
e called “state-based analysis”
e called “signature-based detection”

ansd
Sgcuring
nigrenagicn
Resources

Reaction

NID

Hacker Academy
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KA AEI(1DS)

o X

210/ £t X| Al A EI(NIDS) 2 74

Monitoring
Station

- ._-"':-—_ i

IDS Sensor

Firewall

s

»TH
I-Jﬂhx'
Web Server

Hacker Academy
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ZIOIEFK|A| A (1DS)

e Major types of IDSs
— Netwok-based IDS
— Host-based IDS
— Application-based IDS

e What are the limitations of NIDS?
— Switched network(inherent limitation)
— Resource limitations
— Attacks agains the NIDS
— Simple evasion
— Complex evasion

Hacker Academy Copyright(c) 2000-2001 HackersLab
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e \What kind of attacks does IDS detect?

— Scanning Attacks
— Denial-of-service
— Pentration Attack
— Remote vs Local Attack

e complement IDS tools

— Vulnerability analysis & assessment tools

— File Integrity Checking
— Honey Pots and Padded Cells

Hacker Academy
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HE$3 =2ota|

e What is Honeypot?
_ A RS A Q=2 HAYaE RN =
S AAHOR SL51)] B AIAE

| A=, FYAE S

— e.g. Installing an older unpatched operating system on a

machine.

e What are the types of honeypots?

— Port monitors

— Deception systems

— Multi-protocol deception systems
— Full systems

— Full systems plus NIDS (c.f. Padded cells)

Hacker Academy
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Incident Handling

1. Preparation

o AAUANLD LM FHol HOFe L& XA, LIOHAl EAH S
NRAO| A2 QI5HA T2 0|C}.

O M o = =T /M

e Policy(People, H/W, S/W, Network, Documentation, etc)
2. ldentification
e Reactive / Proactive identification
3. Containment(Z XM, &M, S)
o AYUXLH HFLEA S ABSHO A/ AR 22| (PT,2CHIFXI)
4. Eradication(Z&,8/Z,2H)
e Sanitizing(P|Z A A, Self Sanitizing, Backup and Degauss
Recovery
Follow-up

Hacker Academy Copyright(c) 2000-2001 HackersLab
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Incident Handling

e Practice Steps

Prepare

Time

TO

Collect and Pro

Communicate

Prepare

Policy

T

T2 T3

Tn Tn+1

Hacker Academy
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Disaster Recovery

e Basic Steps in disaster recovery plan
1. ldentify the mission or business critical functions.
2. ldentify the resources that support the critical functions.
3. Anticipate potential contingencies or disasters.
4. Select contingency planning strategies.
5. Implement the contingency strategies.
6. Test and revise the strategy.

Hacker Academy Copyright(c) 2000-2001 HackersLab
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e Planning deployment
— Develop a computer deployment plan that includes security issues.
— Include explicit security requirements when selecting servers.

e Configuring servers
— Keep operating systems and applications software up to date.

— Offer only essential network services and operating system services on
the server host machine.

— Configure computers for user authentication.

— Configure computer operating systems with appropriate object, device,
and file access controls.

— ldentify data that characterize systems and aid in detecting signs of
suspicious behavior.

— Manage logging and other data collection mechanisms.
— Configure computers for file backups.

e Maintaining server integrity
— Protect computers from viruses and similar programmed threats.
— Configure computers for secure remote administration.
— Allow only appropriate physical access to computer.

Hacker Academy Copyright(c) 2000-2001 HackersLab
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